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Recent breaches of biosafety and biosecurity have emphasised 
that systematic management failure is normally the root cause of 
accidents and incidents with biological agents and toxins. 
Adopting the CWA 15793 can help organisations manage these 
risks. – European Biosafety Association 

We’ve all heard the stories. Mice infected with bubonic plague go 
missing. Autoclave malfunctions go undiscovered. There are 
infections due to defective gloves, unauthorised visitors and 
incomplete pathogen records. A research institute accidentally 
sends live anthrax samples instead of dead ones and fifty 
experimental animals are inadvertently killed. Three scientists are 
infected with tularaemia over five months and dozens more are 
exposed but the incidents aren’t reported for six months. 
Sometimes it seems there is a safety breach for each preventive 
measure in place. 

Yes, you may say, but annually we can count these incidents on 
one hand, right? 

Not so. In October 2011, a Scientific American story reported 
nearly 400 accidents with dangerous pathogens and biotoxins in 
one country’s labs over seven years. Globally there are dozens of 
near-disasters every year. Many go unreported, especially if no 
one is infected and sometimes because someone has become ill. 
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Among nearly 800 respondents working in biosafety laboratories 
in Asia, Eastern Europe, Latin America and the Middle East, fewer 
than half have autoclaves within the laboratory or on site. 
Furthermore, 21%, 35%, 19% and 44% respectively did not know 
the lab’s biosafety level and 50%, 30%, 20% and 45% respectively 
reported that they do experiments even if they do not have all the 
right equipment; fewer than half report having access to 
autoclaves. © Jennifer Gaudioso, PhD, and Sandia National 
Laboratories, 28 March 20081. Reprinted with permission. 

Of course, loss of containment is much more than numbers, and 
there is a growing awareness of how costly any one accident can 
be. We join our many colleagues who have identified the urgent 
need to standardise management for biological safety and 
thereby harmonise processes, procedures and practices, training, 
education, record keeping, housekeeping, sourcing and reporting. 
Also, we want to pinpoint lurking culprits, often ignored, whose 
arrest could preclude accidents and thereby improve the efficacy 
of experiments as well as the overall health of experimental 
animals, people working with them and that of the general 
public. 

 



BSL 3 and BSL4 laboratories are going up at a considerable rate; so 
are infections. Research in this arena increases odds for accidents. 
Image courtesy of David M. Morens, MD, National Institute of 
Allergy and Infectious Diseases, NIH, USA. Artwork by John 
Weddle. © Anthony S. Fauci. 2006. 2005 Robert H. Ebert 
Memorial Lecture—Emerging and Re-emerging Infectious 
Diseases: The Perpetual Challenge. New York: Milbank Memorial 
Fund2.  

Hidden offenders are practices that allow unwanted organisms—
those precluded by your institution’s standards—to enter, leave 
or circulate within your facility. While such accidents are largely 
preventable, sometimes people are not aware or ignore good 
practice and allow contaminants to enter or leave a barrier. Here 
are some perpetrators you can easily check with a bit of extra 
effort. 

Infection Coming and Going 
 
Pinworm  
Pinworm is a common hidden disruptor. Infected animals may 
look fully normal when they arrive. Once you discover the 
infection, do you treat it? Worms, and drugs that kill worms, are 
both variables that could have hidden impact on the study results. 

To keep pinworm out, try these defensive measures. 

Whenever possible, source animals from those you know to be 
trustworthy. If you obtain animals from unfamiliar sources, 
quarantine them in your own facility. At that point you have 
several options; among them these three in order of preference. 
Rederive the animals by Caesarean section or embryo transfer 
and keep them in a clean unit. Test the animals and allow them in 
the animal unit only if you are 100% certain they are free of 
unwanted infections. Check sentinel animals housed with dirty 
bedding—and check used feed—for the presence of unwanted 
microorganisms. 

Keep an eye out for wild rodents, a notorious pinworm 
transporter. In winter, wild rodents find their way to animal 
facilities and are quite adept at making their way in. Make sure 
feed and bedding, including hay and straw, are free of rodent 
carcasses and faeces, as both are potent sources of risk. 



Visitors 
During research on zoonoses, despite the very strict barrier, 
microorganisms may leave the facility easily: for example, on 
protective clothing, on a pen, on research log books and notes, on 
materials used for transportation of research samples, and on 
equipment including that of maintenance people. 

Actually every person and any material entering or leaving an 
animal unit may introduce and/or carry out new/unwanted 
microorganisms. Be mindful of people coming from other animal 
units, a person’s own micro-flora, pet animals including pet 
rodents at home, research materials and equipment. Researchers 
should know and therefore visit their animals, and in some 
experiments researchers must visit often. For example, 
researchers breeding transgenic animals may check every day to 
see whether there are offspring. In that case, the investigators 
should take the same daily precautions that animal care staff take. 

So it seems there are as many sources of risk as there are 
visitors—and many risks are either not recognised or are ignored. 
We have met researchers who carry tumour cells in and produce 
them unexpectedly once inside the facility. Part of a surgeon’s 
training may involve pigs, which have notorious risk for carrying 
MRSA; the surgeons could carry MRSA from the animal facility to 
the hospital surgery. The anecdotes go on. We heard of one 
animal caretaker whose job was to keep a mouse breeding colony 
and whose hobby was breeding all manner of coloured mice at 
home. We were very nervous about the breeding colony when we 
learned that his hobby colony at home was drastically reduced by 
mouse pox (ectromelia virus). 

To keep visitor problems to a minimum, set barrier levels in line 
with requirements for the research performed in that specific unit 
of the animal facility, and only as high as you can maintain. 
Sometimes researchers want a very strict barrier but cannot or do 
not take the associated precautions. 

To prevent inadvertently introducing microorganisms into a high 
level barrier, require everyone to shower, put on disposable 
clothing including special disposable underwear and leave clothes 
at the shower. Busy people may rinse instead of scrubbing, so 
make proper showering part of the rules. 

A possibly unintended consequence of correct, strict precaution 
may be to reduce the number of visitors who do not have a 



defined and definite reason to visit. In any case, monitor the 
number and nature of visits and consider reducing the casual 
ones. 

Incompatible Barriers 
 
Microbiological barriers, built to keep microorganisms in or out—
BSL to protect the environment and SPF to protect the animals 
and the experiment—can be a researcher’s undoing. Consider 
this. 

Everyone at your facility knows which microorganisms are, and 
which are not, allowable in each BSL level/animal unit and 
everyone makes a best effort to minimise risk. Likewise, your 
trusted supplier maintains his own barriers to the highest 
standards. Perhaps you obtain animals, cells or serum from a 
colleague’s facility which is likewise meticulous about barriers. 

However, are the supplier’s or the colleague’s standards and 
barriers the same as yours? If not, the potential for risk is high. 
And, among those that are the same, are they maintained at the 
same level? You may both be SPF, but the specific pathogens of 
which you are free may not be the same, and the actual status 
may differ from information such as health monitoring that the 
source provides. 

To prevent cross-contamination, before bringing anything in tell 
the facility manager of your intention. At least check health 
monitoring reports and organise additional microbiological checks 
if needed. Be aware and have resources—both time and money—
available. 

Showers can help eliminate risk. There is much debate about the 
advantages of scrubbing over thorough rinsing and water versus 
air shower systems. It is of note that in many facilities showering 
is not routine and in some countries, showers are not required 
even at BSL3 facilities. 

Infection Within the Lab 
 
Shared Services and Equipment 
Whether inside or outside the barrier of an animal unit, 
equipment such as PET scanner, MRI scanner and stereotactic 
instruments are sources of risk for cross contamination. Some 
questions reveal the potential for problems. Can you do MRIs or 



PET scans at your facility? Who can use the facility? What 
precautions are taken? Does your facility allow investigators from 
other facilities to use the MRI? 

Be strict about determining that animals you scan—visiting 
animals and your own—aren’t carrying offending pathogens. 
Disinfect the equipment between scans and separate animals 
with different microbiological status before, during and after the 
scan. 

IVC Cages 
IVCs can be operated in two modes: positive pressure to keep 
unwanted microorganisms out, and negative pressure to keep 
infections in. Be sure in which mode your IVCs are actually 
operated. This hidden culprit is widespread, yet easily held in 
check. 

Do your behavioural investigators keep animals in IVC cages? 
Probably they consider that the risk of microorganisms entering 
or leaving is low to zero. Do they then remove the animals to do 
behavioural experiments? In a flash, what’s in the cage is now in 
the air, and what was outside the cage is now in contact with the 
animal. 

IVC cages are a major improvement; they keep microorganisms in 
and out when they are closed, properly maintained and 
functioning normally. However, they are opened for animal 
husbandry and when an investigator must perform procedures on 
the animals. Opening the cage means breaking the barrier. Some 
choose to open the cage on an open bench, while others do so in 
a ventilated cage-changing station or in a biosafety cabinet. Each 
has implications for risk to experimental animals and people. 

You can reduce the risk of cross contamination by following best 
practice in hygiene and disinfection. For example, handle animals 
with disinfected forceps instead of by hand. Disinfect working 
surfaces thoroughly, keeping in mind that disinfectants take 
minutes, not seconds, to be effective. And remember that 
disinfectants do not kill pinworm eggs. 

Uncertainties and Dilemmas 
 
Animal Health Monitoring Reports 
To obtain a colony’s health profile, breeders kill samples at 
different intervals. Sample size, intervals and diagnostic methods 



identify many, but not 100% of the unwanted microorganisms 
present. And, many rodent strains can live with infectious agents 
and not develop clinical symptoms, but the presence of infection 
can render experimental results worthless. Furthermore, by the 
time the report is in, the colony profile may have altered. 

Keep meticulous records and track patterns of health monitoring 
reports, both of animals ordered from outside and of animals in 
your own animal units. That will help you to keep track of the 
microbiological quality of your animals in experiment and identify 
reliable breeders who over time deliver animals that not only are 
clinically healthy but also aren’t carrying unwanted infections 
when they arrive. 

The Unexpected 
Picture this. Late on a Friday afternoon a courier arrives with mice 
you had ordered—and needed—weeks ago for an experiment 
that is central to an important publication. If you accept the mice, 
policy says they go into quarantine. But if they do, the experiment 
starts too late. So, what to do? 

Are you thinking that the decision turns on cost/benefit analysis—
i.e. weighing the likelihood that the mice are carrying banned 
pathogens vs. the cost of delaying the experiment and putting 
other animals and experiments in the facility at risk? If so, we 
agree. There aren’t rules for all the unexpected situations and 
dilemmas, yet many of these potentially pose severe risk. 

Consider these two 
representatives sources of 
uncertainty which require 
exercise of judgment because at 
the outset there are no right 
answers. Methods of 
monoclonal antibody 
production differ, and may 
include production by 
immortalised rodent cell lines 
which may include the viral 
infections of the donor animals.  

c. CaseNEX, LLC  reprinted with permission 

Injection of the monoclonal antibody produced (and other 
materials derived from man or animals) into experimental animals 



presents the risk of infecting them and spreading animal 
infections and zoonosis in the facility. Under which barrier 
circumstances should you use monoclonal antibodies? Sheep or 
goats you bring in may be clinically healthy yet infected with Q-
fever, which is a zoonosis that infects humans. Unless you test, 
you won’t know. 

Examples abound of circumstances that afford no right answer. 
So, the best preparation is up-to-date knowledge and the 
confidence to exercise judgment. Business schools prepare people 
to make decisions in the face of uncertainty by presenting cases 
and asking students to do the analysis, make a decision and then 
explain why. By working on cases in groups, people learn from 
one another’s experience and insight, and develop the confidence 
to exercise judgment. Experience tells us that this educational 
method could be very useful in our industry. 

Management: The Route to Reduced Risk and Enduring Solutions 
Additional examples of sources of unwanted microorganisms from 
within one’s own lab can be animals in infection experiments, 
biological materials derived from animals with unwanted 
microorganisms, sewage, and contamination of the exhaust 
ventilation system. The best defense is prevention, which starts 
with management and communication. 

Here are some managerial practices that will help to bring hidden 
culprits into the open and close gaps in biological security. 

Educate and Communicate 
Education about maintaining standards and preventing accidents 
should be identical in all ways for investigators and animal care 
staff. All should learn, and demonstrate knowledge of, the rules 
and reasons for how to bring animals into the animal facility. 

Furthermore, everyone new to a facility—or working in a new 
facility—should learn and demonstrate proficiency with 
diagnostics, screening, containment and maintaining barriers. 

Require Reporting 
Require that researchers and animal care/technicians report every 
breach of biological security and monitor for compliance. 

Pattern Analysis 
Identify, investigate, document and report the source of ongoing 
problems. If you find repeat offenders internally or externally, 



offer a course in behaviour change. Also, talk directly with 
individuals and their supervisors. It is advisable that the offender 
herself or himself details the serious financial, scientific and 
morale consequences of the security breach. 

Interdepartmental Solutions 
If an animal manifests disease and you cannot pinpoint the 
source, convene a meeting of the investigator, the lab animal 
pathologist, the animal welfare officer and the lab animal clinical 
veterinarian of your institute. The investigator may be blameless 
but the conversation may turn up information of consequence. 

Total Quality Management 
One of the more effective tools for managing outcomes is called 
Total Quality Management, or TQM. The principle is that you are 
only as good as everyone in your value chain. So ask all the 
necessary and right questions of your suppliers—those who 
provide animals, feed, bedding and other animal husbandry 
materials; ask questions of your equipment manufacturers, 
colleagues, maintenance staff and yourself.  

Implement the standards and ensure that everyone you introduce 
does the same. As we have seen, there are no guarantees. Yet 
TQM can help. It requires planning, analysis, system, method, 
order, good judgment and a commitment by all personnel to 
contain biological accident. 

Managers can help people set realistic goals, follow rules, find 
solutions to difficult problems and accept the price of costly 
mistakes. To be effective at these and other management tasks, 
and reduce the time they spend wringing hands and 
reprimanding, they will encourage and model good 
communication practices. 
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